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FROM THE EDITORS

Welcome to the September 2013 edition of the Defense Dossier, the e-journal of the American
Foreign Policy Council (AFPC). In this issue, we focus on the intersection of high technology and
national security, and on the potential impediments that exist for U.S. operations in the global com-
mons.

Modern day technology has brought about great advancements in military affairs and intelligence
collection. In the process, however, it has also raised new and pressing questions about privacy,
security and morality among the general public. The recent leaks from NSA whistleblower Edward
Snowden have generated a spirited debate on the tensions between privacy and national security.
Similarly, the prevalence of drones—and the potential to remove humans from the loop during con-
flict—have raised questions about the legality and morality of autonomous weapons systems on the
battlefield. In the global commons, meanwhile, there are new vulnerabilities in space, limitations to
energy access at sea, and potential for the degradation of U.S. air dominance in future conflicts.

This issue of the Dossier explores each of these topics and their respective impacts on U.S. national
security. We hope these articles help to enhance the popular understanding of these complex issues.
Sincerely,

[lan Berman

Chief Editor

Richard Harrison
Managing Editor
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THE TENSION BETWEEN PRIVACY AND CYBER

SECURITY
MARY DEROSA

On July 24, 2013, the House of Representatives voted
217 to 205 to reject a proposed amendment to the De-
fense appropriation bill that would have defunded the
National Security Agency’s (NSA’) telephony metadata
program due to privacy concerns. This was a surprisingly
close call for a program that the Obama administration
and many in Congress consider a valuable contributor
of foreign intelligence related to terrorist threats. The
vote was only one example of the significant impact of
the leaks by Edward Snowden, a former NSA contractor,
of highly-sensitive materials relating to NSA operations.

We are in a period of heightened concern about privacy
and national security. Although the public’s focus so far has
been on NSA surveillance operations, government efforts
to address cyber security are sure to be affected. Indeed,
soon after Snowden’s disclosures, 38 civil society organi-
zations and technology companies sent a letter to senators
involved in negotiating cyber security legislation. The let-
ter refers to “The newly disclosed NSA programs,” which
the authors say “clearly illustrate that the government
will interpret any surveillance laws aggressively,” and calls
for a variety of privacy protections in any potential cyber
legislation. According to the Center for Democracy and
Technology, the message of the letter is, “we’re watching.”

SPEAKING DIFFERENT LANGUAGES

There has always been a disconnect between
the national security and privacy communi-
ties. They speak fundamentally different languages.

Distrust of a powerful government is a basic element of
the privacy community’s worldview. The Federal Govern-
ment has often earned that distrust by using U.S. citi-
zens private information to violate their civil liberties,

usually in the name of national security. Therefore, pri-
vacy advocates believe the Executive Branch as a whole
should never entirely be trusted to handle private data.
The policy solution to these concerns has been to con-
trol collection of private data—keeping that data out
of government hands unless necessary. When collec-
tion is necessary, they believe, it should be strictly lim-
ited and overseen by other branches of government.
Internal Executive Branch controls on use of private
data are met with distrust. Claims by government offi-
cials of good intentions or great need have little impact.

Those in the national security community who collect
and use this information often find this attitude puz-
zling at best, and deeply offensive at worst. Their reaction
to concerns that they would use information to spy on
Americans or violate their civil liberties is, “why would I
want to do that?” Their goal is to find and address grave
national security threats —to protect the American public,
not threaten it. They seek the information only because
they believe it will help them to be effective. The vastly
greater availability of communications data that we see
now is, to them, an opportunity for more powerful pro-
tection, not for abuse. Moreover, those who carry out
the surveillance programs that are now so controversial
believe they operate under significant, sometimes even
counter-productive, oversight. These operators see level
after level of oversight of their actions—from Congress,
the Foreign Intelligence Surveillance Court (FISC), the
Justice Department, the office of the Director of Na-
tional Intelligence, and the NSAs Inspector General
and lawyers. In their view more constraints would only
reduce their ability to carry out their responsibilities.

What makes this disconnect immeasurably worse is that

Mary DeRosa is a Distinguished Visitor from Practice at the Georgetown Law School, where her focus is national secu-
rity law. She has served as Deputy Counsel to the President and National Security Council Legal Adviser in the Obama
administration, and earlier as Chief Counsel for National Security for the Senate Judiciary Committee and as a lawyer on
the staffs of the National Security Council and Department of Defense.
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so often the details of collection, constraints, and over-
sight are secret. Secrets breed distrust. The NSA—an
extremely secretive agency with powerful tools—is a
target of particular suspicion in the privacy community.

It is an additional complication that privacy has never fit
naturally into national security policymaking. Ideally, se-
curity and privacy are reinforcing values and both can be
optimized. In practice, though, the privacy voice within
the Executive Branch—and there are many committed
people who do an excellent job of articulating privacy is-
sues—almost always seems to make the job harder. More-
over, there is a tension in the role of the privacy advocate
in the government between being an independent over-
seer and being a part of the team. All too often, the result
is that the privacy perspective is not incorporated effec-
tively in the very early stages of developing technology,
programs, or policy, when it could be the most helpful.

PRIVACY AND CYBER SECURITY
All of these issues can affect cyber security discus-
sions. But there has been a somewhat different ap-
proach to privacy and cyber policy over the past few
years. The Obama administration has done a good
job of incorporating privacy protections into its cy-
ber security efforts, and there has been a great deal of
public discussion of privacy issues related to cyber.

Cyber security efforts that have raised particular privacy
attention and concern include the Einstein intrusion de-
tection and prevention programs run out of the Depart-
ment of Homeland Security (DHS) that seek to protect
federal government networks; proposals for the govern-
ment to play a similar protective role for private networks
related to defense and other critical infrastructure; and leg-
islative efforts that would promote sharing of cyber secu-
rity data between the private sector and the government.
The Einstein programs monitor government networks
for cyber security. Einstein 1 and Einstein 2 are intru-
sion detection systems, which analyze network trafhic
traveling to and from participating government agen-
cies. 'The programs screen for network trafhic, which
can include personally identifying information, but nei-
ther stops any traffic. Einstein 3 goes a step further; it
is designed to prevent an intrusion by malicious code,
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rather than merely detect it. To do this, it delays the
traffic headed for government computers temporari-
ly for screening and then either lets it proceed or, if it
has identified malicious code, quarantines that data.
Einstein 3 screening takes place outside of federal net-
works, on the servers of Internet Service Providers (ISPs).

The privacy community, though wary of these programs,
has generally accepted them for a variety of reasons. First,
they relate only to traffic on government systems and do
not involve monitoring of private sector networks. Second,
DHS has been transparent about the programs and their
proposed operation, releasing a series of detailed Privacy
Impact Assessments that describe the programs. Also, the

The privacy perspective is not incorpo-
rated effectively in the very early stages
of developing technology, programs, or
policy, when it could be the most helpful.

Justice Departments Office of Legal Counsel released its
opinions explaining the legal basis for the programs. And,
importantly, the government has taken privacy concerns
into account in the development of these efforts and has
minimized government collection and use of private data.

Another effort, this time to promote security in certain
private sector networks, likewise has met with general ap-
proval by the privacy community. The effort known as
the Defense Industrial Base (DIB) Pilot, began in 2011
as a trial program to assist companies that contract with
the Defense Department in protecting their networks.
The Department of Defense ran the program initially, but
management has since been transferred to DHS. Early
concepts for this program would have made the NSA re-
sponsible for identifying and preventing malicious intru-
sions on private networks. As the plan developed, however,
it shifted away from government presence in the private
systems and instead relied on the government providing
threat information to the companies, who use it to de-
fend their own systems. Any sharing of information from
the private sector to the government is voluntary. The re-
sulting program has been praised in the privacy commu-
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nity as a way for the government to help private sector
networks do a better job of protecting themselves, while
avoiding the temptation to create a collection program.

Most controversial from a privacy perspective has been
proposed cyber security legislation that would, in part,
promote sharing of cyber security information between
the private sector and the government. Significant ef-
forts to pass such a bill in 2012 failed. A Senate cyber
bill that the Administration actively supported and priva-
cy advocates generally approved was voted down, largely
for reasons unrelated to privacy. Most recently, on April
22,2013, the House of Representatives passed the Cyber
Intelligence Sharing and Protection Act (CISPA). The
privacy community had strongly opposed an earlier ver-
sion of this bill. Although the new version made a num-
ber of accommodations to privacy concerns, the privacy
community still opposes it and the Obama administra-
tion has threatened a veto. In this version, the authors

The government must do a better job of in-
corporating privacy into policy and technol-
ogy development from the outset.

of the bill eliminated a significant role for the NSA in
information sharing, which had been a major sticking
point. But remaining concerns include that the legisla-
tion does not place adequate requirements on the private
sector to strip out identifying information when possi-
ble, and that it lacks sufficient controls on subsequent
use of private information that the government receives.

The Senate continues to work on cyber legislation, but
prospects are dim for anything passing this year. The
Snowden leaks surely have not helped. But the privacy
community had already been an effective voice on cy-
ber issues, so even without Snowden, legislation would
not have made progress without addressing priva-
cy concerns. Similarly, other cyber security initiatives,
particularly those that contemplate a broader role for
the NSA, will surely be put on hold—but they prob-

ably would not have moved under any circumstances.

MOVING FORWARD
The cyber security story is not an entirely happy one. Those
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who believe the government should be playing a more
active role in protecting private sector networks, and in
particular that the NSA—recognized as the government’s
expert on cyber matters—should not be sidelined, are
deeply frustrated with the current situation. But there is
some promise in the cyber security example: the Einstein
and DIB programs demonstrate that the national security
and privacy communities can sometimes communicate
effectively. In the long run, though, real improvement re-
quires a change in the approach of both groups.

First, the government simply must get better at being
transparent about its use of data and the legal analysis that
supports that use. This will not be easy. Rampant public
skepticism notwithstanding, details of most intelligence
programs are classified because to reveal them makes the
programs less effective. The instinct of the intelligence
community to protect details of these programs from dis-
closure is entirely rational. But in order to increase pub-
lic trust, that instinct must be examined, second-guessed
and tempered. The public will rarely be satisfied for long
with general assurances that the government is protect-
ing its privacy. This is particularly true when it comes to
legal analysis. The criticism of “secret law” that followed
Snowden’s leak of an order from the FISC has been par-
ticularly damaging.

In addition, the government must do a better job of incor-
porating privacy into policy and technology development
from the outset. President Obama has announced the cre-
ation of a position for a privacy and civil liberties officer at
the NSA, which addresses this need. But the government
also can do a better job of turning its immense creativ-
ity and technical expertise to the development of tools
that address privacy concerns. For example, NSA Director
General Keith Alexander recently expressed his openness
to examining mechanisms that would allow the agency to
analyze data without collecting it all in its own databases.
Other avenues for innovation might be audit technology
and anonymized analytics.

For its part, the privacy community must do a better job
of adjusting to the explosion of data availability in our
society. It is increasingly unrealistic to protect privacy pri-
marily by prohibiting government collection of personal
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data when that data is so widely available to the private
sector and others. Although the government must tem-
per its desire to collect everything into its own databases,
it should not be expected to forgo the powerful national
security resource that data collections represent. Although
it challenges traditional notions of protecting privacy—
which equate privacy with anonymity—the privacy com-
munity should focus more on imposing controls on how
human beings in the government can access and use in-
formation that resides in databases and less on keeping
data away from the government entirely. B
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THE LAW ON KILLER ROBOTS

CHARLI CARPENTER

In April 2013 Christof Heyns, the UN Special Rappor-
teur on Extrajudicial Executions, presented a path-break-
ing report to the United Nations Human Rights Council
calling for a moratorium on the development and de-
ployment of fully autonomous weapons systems (AWS).'
The report suggests that AWS might hasten the rush to
war, undermining the legal regime enshrined in the UN
Charter. It also raises concerns about whether such weap-
ons could comply with humanitarian law, and questions
whether their use would create an accountability gap in
the laws of war.

The UN is not alone in calling for attention to the legal
and ethical implications of outsourcing targeting decisions
to machines. In 2009, concerned scientists formed the In-
ternational Committee for Robot Arms Control. Three
years later, in 2012, Human Rights Watch released a re-
port on the perils of fully autonomous weapons.> And in
April of this year, an NGO campaign to ban AWS kicked
off on the steps of Parliament in London. The campaign is
endorsed by Nobel Laureate and renowned anti-landmine
campaigner Jody Williams and now includes a coalition
of over 30 NGOs. But a counter-movement of defense
experts, international law specialists and roboticists argue
that the legal issues are far from clear-cut, and that auton-
omous weapons might even comply better with interna-
tional law than human soldiers.

ASKING THE RIGHT QUESTIONS
These developments raise many interesting questions
about the relationship between advances in weaponry
and the international legal system. What does the law say
about new weapons? On what basis might a category of
weapons be banned pre-emptively? Would the outsourc-
ing of autonomous weapons make it more or less likely
that governments could comply with existing rules of hu-

manitarian and human rights law?

The first two questions are easy. Governments are required
under Article 36 of the first additional protocol to the Ge-
neva Conventions to determine whether the employment
of a new weapon would, “in some or all circumstances be
prohibited by any rule of international law.” The U.S. is
not a signatory to this particular protocol, but complies
as a matter of policy with Article 36. New weapons are to
be evaluated according to whether they meet the require-
ments of international humanitarian law, in particular the
distinction and proportionality principles.

The proportionality principle states that the means and
methods of war are not unlimited—and that some weap-
ons, despite their military utility, may be unlawful if the
suffering they inflict is unnecessary to achieve military ob-
jectives or disproportionate to their military importance.
Previous rules against expanding bullets, designed to ex-
acerbate injury, and blinding lasers, designed to cause per-
manent loss of sight, were created using this rationale. Yet
some argue that autonomous weapons could be militari-
ly necessary, or at least advantageous, when dealing with
future cyber-attacks, in a political environment where
casualty aversion makes it difficult if not impossible to
quickly deploy sufficient troops. And it is unclear whether
an argument can be made that the suffering they might
inflict would be any more disproportionate than manned
weapons in those scenarios.

The distinction principle requires weapons-bearers to
distinguish civilians from combatants and direct their
operations only at the latter; weapons incapable of dis-
tinguishing in this way are considered unlawful. Signif-
icant debate exists among roboticists and legal experts
over whether fully autonomous weapons could ever meet

civilians and blogs at Duck of Minerva.

Charli Carpenter is a human security analyst and Professor of International Affairs at University of Massachu-
setts-Ambherst, where she teaches courses on the rules of war. She is the author of three books on the protection of
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this criteria. Techno-optimists like roboticist Ronald Ar-
kin argue an autonomous system might be a superior
ethical governor in conflict zones. * But roboticist Noel
Sharkey argues that artificial intelligence could never
reasonably replace human judgment in contexts where
discrimination is difficult.® Others, like US Naval War
College Professor Michael Schmitt have argued that even

Significant debate exists among roboticists
and legal experts over whether fully autono-
mous weapons could ever sufficiently distin-
guish between civilians and combatants.

if autonomous weapons could never reliably tell civilian
from combatant they might still be used lawfully in ar-
eas where civilians are not present, such as the open sea
or outer space.’” Questions about whether such systems
could be controlled once deployed also come into play in
the distinction discussion. Different points in this debate
are subject to disagreement about the likely capacity of
future technology.

In the absence of a crystal ball, the debate has begun to
center around whether in situations of such uncertainty
where there seems a significant, path-dependent risk of
public harm, governments should be permitted to pro-
ceed unchecked in military research or slow down. The
Heyns Report’s call for a moratorium represents a call for
a precautionary principle—that untrammeled develop-
ment, transfer or use of these systems should be suspend-
ed until these ethical issues are resolved.

LEGALITY AND MORALITY
But citing a different legal precedent, some campaign-
ers are going farther: calling for a complete ban, a “red
line” moral principle that keeps targeting decisions in the
hands of human beings. The Campaign to Stop Killer
Robots is a coalition of human rights and disarmament
NGOs arguing that more is at stake than humanitari-
an principles in choosing whether or not to arm robots.
The emphasis here is less on the question of whether ma-
chines can ever behave in accordance with the law, but
whether a moral principle is at stake in outsourcing lethal
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decisions to computers. This argument was made most
forcefully in a November 2012 Human Rights Watch
report entitled Losing Humanity. If the issue is indeed
one of morality—and survey data strongly suggests that
many people believe it is—then this would constitute
grounds for rules against killer robots, since the laws of
war emphasize that the “principles of humanity” can be
a basis for rules when codified international law provides
insufficient guidance.

That public opinion is relevant in such matters is outlined
in the famous Marten’s Clause, inserted into the Hague
Conventions as sort of a back-up plan for situations not
foreseen by the drafters. It reads: “Until a more complete
code of the laws of war is issued, the High Contracting
Parties think it right to declare that in cases not includ-
ed in the Regulations adopted by them, populations and
belligerents remain under the protection and empire of
the principles of international law, as they result from
the usages established between civilized nations, from
the laws of humanity and the requirements of the public
conscience.”

By this logic, it is not simply a question of delaying
these developments until suitable codes of conduct can
be created. It is a question of making a collective choice
to keep warfare in the hands of human beings with hu-
man moral judgment. And in invoking the language of
“humanity” NGOs are also connecting this discussion
to wider bodies of law beyond those typically used to
regulate war. War law applies only to armed conflicts and
only under very specific conditions, regulating behavior
between very specific groups of people: foreign soldiers
and foreign civilians. But human rights law regulates not
armed conflict but rather how governments treat their
own citizens.

Some have argued that international law should rec-
ognize a “human right not to be killed by a machine.”
When asked to explain their opposition to autonomous
weapons, numerous survey respondents in the U.S. in-
voked fears not of battlefield conditions gone awry but
of domestic government tyranny aided by autonomous
robotic police, executioners, or national guardsmen. It
is telling that the first UN report on this subject came
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not from a humanitarian law body like the Office for the
Coordination of Humanitarian Affairs but rather a body
tasked with enforcing human rights law.

When asked to explain their opposition to
autonomous weapons, numerous survey
respondents in the U.S. invoked fears not
of battlefield conditions gone awry but of
domestic government tyranny aided by au-
tonomous robotic police, executioners, or
national guardsmen.

FUTURE UNCERTAIN
Because there is no precedent for such a debate—earlier
pre-emptive bans dealt with weapons clearly shown to vi-
olate the proportionality principle—it is difficult to know
how it will shake out. One thing is for certain, however;
autonomous weapons are not “inevitable,” as some claim.
The global community has often banned weapons and
other technologies based on moral concerns. Blinding
lasers, expanding bullets, chemical weapons, and cluster
munitions are all now prohibited by treaty law, and ethi-
cal debates in areas like human cloning demonstrate that

just because humans can do something doesn’t mean they
will.
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ADAPTING AMERICAN SPACE SECURITY STRATEGY

JEFF KUETER

Over the decades since Sputnik catalyzed space as an are-
na for international security competition, there has been
much continuity to U.S. space security policy. Histori-
an Cargill Hall summarized the core principles of U.S.
space policy this way:

...for fifty years, between 1955 and 2005, a few basic
principles have undergirded U.S. space policy, princi-
ples enumerated in presidential NSC [National Securi-
ty Council] space directives from Eisenhower to Clin-
ton. During this period they have remained remarkably
consistent, with the United States pledged to freedom
of space, that is, free access to and unimpeded passage
through space for satellites of all nations and to the ex-
ploration and use of space for peaceful purposes for the
benefit of all mankind. (The terms “peaceful purposes,”
then and today, embraced defense-support activities
including intelligence.) Second, the U.S. rejected any
claims of sovereignty over outer space or other celestial
bodies; third, it pursued three interrelated government
space programs, civil, military and intelligence; fourth,
it recognized the space systems of all nations as national
property with the right of passage through and operation
in space without interference (purposeful interference
with operational space systems was and remains viewed
as an infringement on sovereign rights); and fifth, the
U.S. reserved the right to conduct, if attacked, activities
in outer space in support of self-defense.’

Hall’s assessment was prepared before release of the last
two national space policies and the associated space se-
curity strategies and related documents that elaborate on
these principles and their interpretation. The policy of
the George W. Bush administration was said to be ag-
gressive and unilateralist, while the Obama administra-
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tion’s policy struck an inclusionary tone with its embrace
of international consensus on norms and rules as a pri-
mary means for securing a stable space security environ-
ment. But these different approaches reflected an endur-
ing reality. The struggle for U.S. policymakers remains
to craft a policy architecture that reflects the realities of
how the U.S. military is exploiting space to its advantage
with technical, budgetary, and diplomatic priorities.

WHY MILITARY SPACE MATTERS
Space systems today help to meet five principal mili-
tary missions: (1) environmental monitoring, (2) com-
munications, (3) position, navigation, and timing; (4)
integrated tactical warning and attack assessment; and
(5) intelligence, surveillance, and reconnaissance. These
missions are integral to a new American way of warfare.
Uniquely, the U.S. military has successfully integrated
space-provided information into and with its conven-
tional warfighting capabilities. Space enables the warf-
ighter to be more precise in the prosecution of attacks,
reducing the probability of unintended damage while
also reducing risks of casualties. But, along with these
advantages are new risks and new threats to U.S. secu-

rity.

Other external forces are combining to lead to a critical
juncture for U.S. investments in national security space
capabilities. The convergence of three forces is bringing
these concerns into focus. First, the fundamental shift in
U.S. defense and diplomatic strategy from the western
to the eastern Eurasian landmass—the so-called “piv-
ot” toward the Asia-Pacific, where a larger geographic
expanse and a rapidly maturing space competitor (Chi-
na) present new, unique challenges to the use of space.
Second, a large number of the national security space

Jeff Kueter is President of the George C. Marshall Institute.
help improve the understanding and awareness of complex scientific topics to the public,

the media, and policy makers. Mr. Kueter has served as Research Director at the National
Coalition for Advanced Manufacturing (NACFAM) and at Washington Nichibei

He works with scientists to

Consultants.
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capabilities upon which the United States and its allies
critically rely are now legacy systems in need of upgrades
and replacement. Third, severe fiscal pressures on De-
partment of Defense and intelligence community bud-
gets limit opportunities for new investment and support
for new technologies.

The struggle for U.S. policymakers remains
to craft a policy architecture that reflects the
realities of how the U.S. military is exploiting
space to its advantage with technical,
budgetary, and diplomatic priorities.

As the strategic context shifts, the military’s dependence
on space systems becomes ever more acute. Since the
1990s, military use of space has grown exponentially, but
new strategic demands, bolstered by the accumulating
demands of technology, require new focus on space.

This growth in demand and axiomatically increased de-
pendence will intensify as defense budget cuts compel
forces stripped of manpower and capabilities to leverage
space systems as an ever greater force multiplier. Design-
ing a strategy to protect, preserve, and utilize America’s
advantages in space must recognize and accommodate
these larger forces while also appreciating those factors
unique to operating in outer space.

MYRIAD CHALLENGES
Protecting space assets presents complicated challenges.
Foremost among the questions to be considered is what
should be protected along with the related concern of
protected from what threat(s)? No conflict will be decid-
ed in space. Space is important for what it enables, but
conflicts are resolved on the ground. Consequently, the
impact of any attack on, destruction of, or denial or deg-
radation of service from a space asset is significant only
to the extent that terrestrial warfighting capabilities are
adversely impacted. For any given scenario, judgments
about the impact of degraded access to space assets or
their outright destruction on the mission needs of the
joint fight are required. This requires in-depth knowledge
both of the operations of the satellites, downlinks, data
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analysis and dispersion, but also how that information
is used by troops in the field, their commanders, and
others. A robust space security strategy would support
a comprehensive assessment of the integrated impact of
space-enabled information.

Armed forces fight the way they train. A fear arising from
the U.S. military’s dependence on space-enabled infor-
mation is that in a time of crisis the denial or degradation
of space will yield large effects. Space security strategies
must recognize these dependencies and ensure that U.S.
forces train to develop and employ work-arounds for
space systems that are degraded or denied to them.

To some extent, these efforts are underway today. But
the alternatives to space systems, such as high-altitude
surveillance from drones or terrestrial/cable I'T networks,
are expensive, sometimes slower, and less responsive than
comparable space assets. Additionally, sometimes the al-
ternatives are themselves dependent on space systems. In
the case of drones, if they are used as replacements for
targeting purposes, their use of communications satellites
to transmit data could also prove problematic in certain
space warfare scenarios. Whether a given alternative is a
viable replacement to a comparable space system, then,
turns on how successfully it can be integrated and used
in a timely manner. More work is needed to fully under-
stand the alternatives to space systems, their limitations
and their utilities.

Space systems face physical and electronic threats. Satel-
lites can be destroyed damaged by objects running into
them whereby the kinetic energy created by the collision
destroys both objects. China’s anti-satellite (ASAT) tests
over recent years are a recent example of this approach.
Objects exploded in the vicinity of a satellite can create
damaging debris fields. The Soviet Union had developed
a co-orbital high-energy fragmentation ASAT. Electron-
ic threats, such as jamming or “spoofing” information
transmissions or blinding the satellite, offer more acces-
sible means to challenge U.S. use of space. Electronic
approaches rarely inflict physical harm to the satellite and
are more transitory in their effects. They also are more
difficult to attribute. Consequently, they are an attrac-
tive alternative for many nations concerned about the
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U.S. or other nation’s military use of space.

Protecting space assets from physical attacks presents
complicated problems. For example, to safeguard an indi-
vidual satellite from a kinetic attack from a Chinese-like

ASAT, which is a warhead launched from the ground de-

signed to intercept a satellite at a specific point in space,

Space security strategies must ensure that
U.S. forces train to develop and employ
work-arounds for space systems that are
degraded or denied to them.

one could move the satellite by changing its orbit or al-
tering its speed. Either would likely result in a missed
interception, since the interceptor likely lacks the sensory
awareness to close in on the satellite once it has moved, or
would run out of fuel before it could do so. But moving
a satellite also has consequences. Satellites have limited
fuel supplies themselves and moving them in response to
threats shortens their operational lives. Further, altering
orbits may also impact the satellite’s ability to perform its
mission. In the case of a surveillance satellite, movement
from one place changes what it sees on the ground. A
robust missile defense capable of global coverage offers
additional protection from a ground-launched ASAT.

More worrisome for space protection are the problems
presented by a revived Soviet-style, clandestinely-placed,
co-orbital or proximity ASAT whose presence would not
be known until it is used. Aside from steps to harden
or otherwise improve on-orbit survivability, little could
be done to protect a satellite. Improved awareness of the
space environment is the best approach to defend against
this prospective threat, and with it comes the added ben-
efit of improved protection from space debris or acciden-
tal collisions. Prioritizing the deployment of additional
on-orbit sensors to aid in-space observations of critical
assets ought to be a priority of a U.S. space security strat-

cgy.

Defending U.S. satellites from jamming or other elec-
tronic threats is similar to physical protection approach-
es. The most direct protection uses electronic means to
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defeat or evade the jamming, which are run from ground
stations. An enemy cannot jam a satellite that it cannot
locate. Moving satellites that come under electronic as-
sault offers immediate defense. As the U.S. develops new
generations of satellites, it can introduce new designs and
use materials that make them difficult to find—just as
it has done with airplanes, ships, and submarines. Un-
derstanding how prospective adversaries undertake space
surveillance would directly contribute to those efforts
and would be a priority for U.S. security.

Finally, surveillance and situational awareness forms
a critical backbone of U.S. security in space. Knowing
where objects are while keeping its systems hidden pro-
vides major advantages to the U.S., particularly while
satellites remain highly vulnerable assets. But that strate-
gic imperative conflicts with other stated goals for space.
Commercial entities have an interest in knowing where
other objects are to avoid collisions with satellites or oth-
er debris, for example.

CHARTING A DIFFERENT PATH

In order “to foster global spaceflight safety and help pre-
vent mishaps, misperceptions, and mistrust,” the U.S.
National Security Space Strategy advocates sharing sit-
uational awareness information with others.? The In-
ternational Code of Conduct also makes shared situa-
tional awareness of space objects an obligation of those
who agree to the Code.> Whether unilaterally as a con-
sequence of policy, in response to commercial pressures,
or as a result of diplomatic commitments, the U.S. risks
directly or indirectly sacrificing a most significant means
of defense in space as more accurate “maps” of satellite
locations become widely available.

The Obama administration has pledged U.S. support for
the Code of Conduct and the underlying rules of the
road and norms of responsible behavior that it believes
will provide the basis for a more stable space security en-
vironment. Such a move jeopardizes rather than strength-
ens U.S. interests in space as it requires the U.S. to agree
to a general framework before the detailed obligations are
understood. Put simply, there are other, more transparent
means to achieve the desired end. U.S. strategy should
reject the Code and other arms control approaches.
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Most satellites are largely indefensible and the means
to replace them are problematic. Satellites take consid-
erable time to manufacture, launching them takes time
and careful planning, and both are extraordinarily ex-
pensive. In addition to aforementioned hiding and mov-
ing approaches, space security planners are evaluating
new architectures for future constellations of satellites
that offer redundant capabilities by employing more,
smaller, and hopefully cheaper individual assets. By dis-

More work is needed to fully understand the
alternatives to space systems, their limita-
tions and their utilities.

aggregating the missions formerly met by a single, larger
satellite onto many platforms, the attacker is also forced
to launch ever larger efforts to degrade U.S. capabilities,
supporters claim. While future security strategies must
carefully examine the benefits of smaller satellites and
distributed constellations so too should the costs of this
approach be weighed in the balance.

Finally, active defense of critical assets warrant addition-
al consideration in U.S. space security planning. Active
defense, through the use of nano satellites to perform
counter-kinetic kill operations, present significant tech-
nical challenges and today are quite costly. As the secu-
rity environment evolves and technology matures, the
situation may change. A comprehensive space security
strategy would include an active and robust active de-
fense effort to ensure the U.S. remains at the leading
edge of those developments.

The security challenges faced by the U.S. in space will
only deepen in complexity and sophistication in the
years to come. No international agreement or treaty will
solve the puzzle of managing security competition in this
new arena. Americas long-term interests in space are best
preserved through concentrated capabilities, resilient
systems, and vigilant defense.l
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GLOBAL MARITIME CHOKEPOINTS: DYNAMICS AND THREATS

JEFF M. SMITH AND JARED SWANSON

No spotlight on the global commons would be complete without a review of a key potential flashpoint: global mari-
time trade chokepoints. Although such bottlenecks abound in international waters today, four in particular stand out
because of their geostrategic importance and their central role in the world economy.

Chokepoint Annual Petroleum Width Sovereignty Alternatives
Traffic (narrowest point) | (in nearby waters)
Straight of Hormuz | 17 million barrels 21 miles Oman, Iran, UAE | Iraqi, Saudi, UAE
per day (mbpd) pipelines (1 to 4
mbpd capacity)
Straight of Malacca 15 mbpd 1.5 miles Malaysia, Indonesia, | Sunda and Lombok
Singapore Straits in Indonesia
Bab el Mandeb Strait 3.4 mbpd 18 miles Yemen, Djibouti, | Suez Canal, Cape
Eritrea of Good Hope
Suez Canal 3 mbpd (4.5 with 1,000 feet Egypt SUMED pipeline,
SUMED pipeline) Cape of Good Hope
STRAIT OF MALACCA waters of the Strait and have implemented an elaborate

The Strait of Malacca remains the shortest navigable
route for commercial traffic connecting the Indian and
Pacific Oceans. A quarter of all oil carried by sea passes
through the Strait: roughly 15 million barrels per day. In
total, fifty thousand ships and 40% of world trade transit
the Strait annually.

The Strait of Malacca is 550 miles long, but only 1.7 miles
wide at its narrowest point (at the Phillips Channel), and
dotted with thousands of small islets. At 25 meters deep,
the Strait cannot service the largest crude carriers, but
Very Large Crude Carriers (VLCCs) and Ultra Large
Crude Carriers (ULCCs) can take an alternative, albeit
longer route through the Lombok Strait to the south and
east—adding, on average, three days to a ship’s journey.

Management of the Strait falls to the three littoral
countries—Singapore, Malaysia, and Indonesia—which
have been fiercely protective of their sovereignty in the

set of cooperative mechanism and confidence-building
measures to manage security in the Strait.

The highest-profile threat to shipping through the
Malacca Strait in recent years stems from piracy. Piracy
in the Strait peaked in the mid-2000s, when it accounted
for nearly half of all pirate attacks worldwide. Indonesia
is regularly identified as the most pirate-affected country
in the world: out of 325 reported pirate attacks in
2004, 93 were in Indonesian waters'. However, a series
of cooperative security initiatives implemented by
the littoral states with help from Thailand, India and
others have caused a sharp decrease in piracy attacks
since 2005. These initiatives include the Malacca Strait
Sea Patrols, Eyes in the Sky, the Intelligence Exchange
Group, the Tripartite Technical Experts Group, and the
Asia Maritime Security Initiative. By 2011, as a result of
these measures, the Strait had reached a “close-to-zero
incident level.”?

Jeff M. Smith is the Director of South Asia Programs and Kraemer Strategy Fellow at the American Foreign
Policy Council. Jared Swanson is a Research Associate at the Council.
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Arguably the most important energy chokepoint in the
world, the majority of oil exports originating in the
Persian Gulf pass through the Strait of Hormuz on their
way to the Arabian Sea and beyond. This encompasses,
on average, 17 million barrels of oil per day (including
20% of oil traded worldwide, 35% of all seaborne oil
that is traded, and 10% of oil consumed by the U.S.).

The Strait is only 21 miles wide at its narrowest point,
though it is deep enough to accommodate the largest
crude carriers in the world. The 12-mile territorial seas
of Iran and Oman overlap at the narrowest points of the
Strait, but both shipping channels lay to the south in
Oman’s territorial waters, where the waters are deepest.’?
Eastbound traffic out of the Persian Gulf to the Indian
Ocean traverses a two-mile-wide shipping lane just north
of two small Omani islands, known as Great and Little
Quoin, while a lane farther north handles westbound

shipping into the Persian Gulf.

Though there is no precedent for a complete closure of the
Strait of Hormuz, Iran has repeatedly threatened to do so
in response to sanctions or to threatening military action
by the United States*. The Islamic Republic, moreover,
has significant capacity to do so. As the New York Times

DEFENSE DOSSIER

notes, “for two decades Iran has been investing in the
weaponry of ‘asymmetric warfare’ — mines, fleets of heavily
armed speed boats and anti-ship cruise missiles hidden
along Iran’s 1,000 miles of Persian Gulf coastline.” The
country also employs midget submarines and is believed
to have as many as 5,000 mines.°

Estimates regarding the length of time Iran could enforce
a closure of the Strait range from a few days to a few
months. But, as Joint Chiefs Chairman General Martin
Dempsey notes, “the simple answer is, yes, they can block
[the Strait of Hormuz].” However, Dempsey also notes
that America has “invested in the capabilities to ensure
that if [Iran blocks the Strait of Hormuz], we [the U.S.]
can defeat that.””

The consensus among naval analysts is that “while Iran’s
naval forces could inflict damage [on the U.S.], they
would ultimately be destroyed” in the event of a maritime
confrontation. Moreover, Iran is as economically
dependent on the Strait as any country—perhaps even
more so. It has no substantive alternative means to
export its crude oil (which makes up 76% of Iran’s export
earnings and 62% of government revenues®), and relies
heavily on the Strait to import refined oil products.’” It
also would have to conduct its anti-access operations in
Omani territorial waters. Therefore, experts have assessed
that Tehran is

unlikely to close or impede traffic through the
except as an act of extreme desperation.'

Strait

SUEZ CANAL
Connecting the Mediterranean to the Red Sea and Indian
Ocean, the 100-mile long Suez Canal facilitates the
passage of three million barrels of oil per day and eight
percent of total global maritime trade. In total, 35,000
ships pass through the Canal each year, though only 10%
are petroleum tankers. The Canal is only 1,000 feet wide
at several points, and thus only able to accommodate
one lane of traffic for many stretches.!' The Canal is not
deep enough to handle VLCCs and ULCCs, but a Suez-
Mediterranean Pipeline (SUMED) bypassing the Canal
can carry an additional 1.5 million barrels of oil per
day. VLCCs will unload a portion of their oil into the
SUMED pipeline to reduce weight, transit the canal, and
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retake its crude at the other end of their pipeline.

The greatest risk for closure of the Canal comes from
Egypt. As its sole owner and manager, Cairo is capable
of closing off the Canal to traffic, and did so during the
1956-57 Suez Cirisis. It accomplished this by sinking all
40 ships transiting the Canal at the time. Egypt again
closed the Canal between 1967 and 1975 due to its two
conflicts with Israel (the 1967 Six Day War and the Yom
Kippur War in 1973)'. During the conflict in 1967,
Egyptian forces also blockaded the Bab al Mandeb Strait
to prevent supplies from reaching Israel."

Egypt could use the Suez as leverage in
any future inter-state conflict, including
with Israel.

Hypothetically, Egypt could use the Suez as leverage
in any future inter-state conflict, including with Israel.
However, Cairo has enormous financial incentives to keep
the Canal open, including annual government revenues
of around $5 billion from taxes, tolls and surcharges.

Mediterranean Sea CAg

- Pakistan

> Strait of Hormuz i
N

~Yemen

Bab el Mandeb

S
Arabian Sea

Terrorism poses another, and potentially greater, threat
to traffic through the Suez Canal. The Canal sits at the
Western end of the Sinai Peninsula, a desolate, desert
region of Egypt populated by Bedouins where state
capacity is minimal. The traditionally lawless area has
grown even more unstable since the 2011 revolution that
overthrew longtime autocrat Hosni Mubarak in Cairo.
In the more than two-and-a-half years since, violence and
hostage-taking has spiked, with over 100 killed in the
first eight months of 2013. Though it has not yet affected
traffic in the Suez Canal in any major way, the possibility
for disruption exists. For example, on August 31, 2013,
a Chinese-owned container ship came under fire as it
transited the Canal. Three suspects afhiliated to a militant
group in the Sinai Peninsula were arrested in connection
with the incident.'

BAB EL MANDEB STRAIT

The “Gate of Tears” is the second chokepoint for ships
passing to or from the Arabian Sea via the Suez Canal.
Some 3.5 million barrels of oil per day pass through Bab
al Mandeb, which connects the Red Sea to the Gulf of
Aden. The Bab el Mandeb Strait is 18 miles across and
hosts two navigational lanes divided by Yemen’s Perim
Island. The eastbound lane is two miles wide and 30
meters deep; the western route is 16 miles wide and 310
meters deep.

Piracy remains a concern to shipping through the Bab
al Mandeb Strait due to its proximity to the Horn of
Africa, which saw a considerable spike in pirate attacks in
the mid-2000s following the Somali civil war. However,
pirates have not been particularly active within the Strait
itself, preferring to target ships in the open sea after they
have cleared the passageway. In general, oil tankers tend
to be too tall, and travel at speeds much too fast, to be
subject to pirate attack.

Perhaps a greater concern stems from instability or
state-failure in Yemen, where violent militant and
separatist groups already operate in large ungoverned
spaces. Al-Qaeda in the Arabian Peninsula, for example,
enjoys a heavy presence in Yemen, where the group is
headquartered. The perennially-troubled country was
further destabilized in 2011 and 2012 when longtime
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president Ali Abdullah Saleh was ousted, and long-term
prospects for Yemen remain grim. Energy experts predict
Yemen’s oil supplies, which account for around 70% of

Nearly half of all oil consumed globally
passes through one of the _four chokepoints
mentioned.

government revenues, are likely to be exhausted within a
decade.” Should the country descend further into chaos,
the possibility for disruptions of trade flows through Bab
el Mandeb cannot be ignored.

FUTURE DANGERS
As this review demonstrates, the healthy maintenance of
world trade is dependent on a handful of strategically-
vital naval chokepoints. Nearly half of all oil consumed
globally passes through one of the four chokepoints
mentioned above, creating powerful incentives for states
to collaborate to ensure the security and vitality of these
Sea Lines of Communication. This collaboration has
proven particularly effectively in countering threats from

non-state actors like pirates, most notably in the Strait of
Malacca and off the Horn of Africa.

As a result, the greatest threats to these chokepoints
in the start of the 21st Century stem from state actors
themselves. Iran and Egypt both have the demonstrated
capability to close the Suez Canal and Strait of Hormuz,
respectively, though both have compelling financial
incentives not to do so. The greatest threat to the Bab
el Mandeb remains state failure in Yemen, while the
Strait of Malacca is comparatively secure, given its
joint management by the three littoral powers and the
elaborate collaborative mechanisms currently in place. B
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THE FUTURE OF AMERICAN AIR POWER

MARK A. BUCKNAM

America’sability to dominate the airspace of itsadversaries,
and to use that airspace for military, counterterrorism,
and intelligence-gathering purposes, is a cornerstone
of U.S. national security. Cutting-edge fighter aircraft
piloted by highly-trained American airmen have been the
essential foundation upon which much of the modern-
day U.S. security edifice has rested.

Yet America’s repeated airpower successes in the decades
since the Cold War ended have lulled some observers,
including political decision-makers, into discounting
the need to fund the continuous evolution of American
fighter-aircraft capabilities. This is evidenced by the
dramatically curtailed procurement of F-22 fighters and
more recent challenges to the viability and affordability of
the F-35. Notwithstanding criticisms that can be leveled
against these pricey airpower platforms and expectations
that they might soon be replaced by unmanned systems,
U.S. security will continue to depend on maintaining its
significant edge in high-tech fighters, the weapons they

employ, and the well-trained airmen who operate them.

A WINNING TRACK RECORD
America’s superior fighter aircraft technology, employed
by highly-skilled airmen, has been essential to the success
of U.S. military operations since the 1991 campaign
against Iraqi military forces in Operation Desert
Storm. As part of Desert Storm, 38 days of coalition air
operations took control of the skies over Iraq, pummeled
Iraqi military forces and leadership targets, and paved
the way for a 100-hour air and ground operation that
featured demoralized Iraqi soldiers surrendering to
unmanned aerial vehicles. Modern American fighter
aircraft, sometimes referred to as tactical aviation or
TACAIR, flew over 75 percent of the missions employing
ordinance in Desert Storm, and they executed nearly all
of the missions employing precision-guided munitions

(PGMs). The extremely low casualty rates among
American fighters reflected tremendous advances in
technology and extensive training built upon the lessons
of the Vietnam War, and honed in years of preparation
for conflict against the Soviet Union.

After Saddam Hussein’s forces were ejected from Kuwait
in 1991, American fighters spent more than a decade
enforcing no-fly zones over portions of Iraq. From 1993
until 1995, U.S. tactical aviation enforced a no-fly zone
over Bosnia. And in the summer of 1995, a 3-week
NATO air campaign against the Bosnian Serb Army—
called Operation Deliberate Force and conducted by
a force overwhelmingly comprised of U.S. fighters—
helped set the stage for the Dayton Peace Accords, ending
Bosnia’s bloody 3-year conflict. The near impunity with
which high-tech American fighter forces operated over
Iraq and Bosnia provided U.S., coalition, and NATO
political leaders options to pursue political objectives at
acceptable costs. Subsequently, in the spring of 1999, in
Operation ALLIED FORCE, NATO airpower—with
U.S. fighters executing the vast majority of missions—was
an essential element in securing allied political objectives
in Kosovo. The success of all three military campaigns—
in Iraq, Bosnia, and Kosovo—hinged on the enormous
advantages in survivability, precision, and raw numbers
of sorties provided by American fighter forces.

Similarly, the more recent campaigns toppling the Taliban
government in Afghanistan and Saddam Hussein’s regime
in Iraq owed their successes to U.S. fighter aircraft, their
pilots, and weapon systems operators. Although bomber
aircraft, gunships, attack helicopters, and other military
platforms played vital roles at times, the vast majority of
combat sorties were flown by American fighters and they
delivered the overwhelming preponderance of precision
munitions.

Mark A. Bucknam is Chairman of the Department of Security Studies at the National War College in
Washington DC. He retired from the U.S. Air Force as a colonel, after 30 years of service. A career fighter
pilot, he also served in the Pentagon on the Air Staff, the Joint Staff, and in the Office of the Secretary of
Defense, where was the Director for Campaign and Contingency Plans.
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While some senior U.S. military officials refer to the
years since 9/11 as America’s decade of war, American
fighter pilots have deployed and operated through
more than two decades of combat, starting with the
first Gulf War and continuing to this day. There are
two important reasons many observers overlook the
first of those two decades: first, conventional U.S.
ground forces were not involved in combat operations
between DESERT STORM and IRAQI FREEDOM,

and second, American combat airpower so dominated

America’s cutting-edge fighter technology
has been, is, and will remain essential to
success of major U.S. military operations.

its adversaries that the risks associated with those air
operations in the 1990s was judged to be low. Employing
American airpower—primarily high-tech fighters—was
politically expedient and nearly invisible to the public.
The characteristics that make U.S. fighters so successful
may now risk making America’s airpower advantage a
victim of its own success.

A VICTIM OF ITS OWN SUCCESS?
In the hands of well-trained airmen, America’s fourth-
generation fighters—such as the F-15, F-16, and F/A-
18—possess impressive capabilities and are highly
survivable in combat. In addition to the excellent
flying performance of these fighters, they are equipped
with superior avionics, including radar, radar-warning
equipment, sensors for locating and striking targets,
and weapons control computers. Furthermore, these
outstanding aerial platforms employ increasingly
sophisticated weapons for air-to-air combat, suppression
of enemy air defenses, and precision attack of ground
targets day or night, in good or bad weather. Fighters are
smaller and much more maneuverable than bombers and
gunships, making them harder to detect and enhancing
their survivability. They operate in larger numbers using
tactics that can overwhelm or outsmart enemy defenses,
and they can typically perform a variety of missions,
thus giving military planners greater flexibility than do
more specialized aircraft. And, in addition to protecting
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more vulnerable aircraft, modern high-tech fighters can
usually defend themselves. In short, America’s cutting-
edge fighter technology has been, is, and will remain
essential to success of major U.S. military operations.

Nevertheless, high-tech military hardware, particularly
fighter aircraft, has long had its detractors. In the
run-up to the first Gulf War, television networks and
other media outlets found no shortage of doomsayers
predicting rampant failure of modern weapon systems
from the U.S. Armys M-1 Abrams tanks and AH-
64 Apache attack helicopters, to the U.S. Air Force’s
F-15s and F-16s. Events proved those critics of high-
tech weaponry wrong, yet some of the same critics have
reemerged to drone once more against the unacceptable
risks of depending on cutting-edge technology. To such
critics, every setback or delay associated with pushing the
boundaries of technology is seen as proof that systems
are too complex to work or will prove too expensive.

Even before the 1991 Gulf War, the so-called Military
Reform Movement offered in all seriousness the
proposal of scrapping expensive high-tech fighters
such as the F-15 for more numerous, low-tech aircraft
such as the F-5 and even propeller planes reminiscent
of the P-51s and P-47s of the Second World War. One
shudders to think how such low-cost aircraft and their
American pilots—assuming that in an all-volunteer force
sufficient numbers of pilots could be found to operate
such technologically inferior planes—would have fared
against Saddam Hussein’s forces in 1991, much less the
more capable forces of the Warsaw Pact countries. To
succeed in large-scale modern-day conflicts, or to be
politically useful in more limited combat operations,
U.S. fighter aircraft must possess capabilities and a
degree of survivability that provides a very significant
advantage over America’s potential adversaries.

As today’s budget cuts force the Department of Defense
(DoD) to tighten its belt, TACAIR is likely to become
a prime target. During the last Quadrennial Defense
Review (QDR) in 2009 and 2010, sacrificing TACAIR
was a bill-paying option of first-resort. Tactical aviation
was seen as an area in which the United States possessed
such superiority that it could afford to be cut without
excessive risk to the nation. Notwithstanding the need
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to make tough choices, during the QDR military force
planners seemed to offer options for cutting fighters
without regard to any limits to such cuts. Among the
multitude of QDR studies, none examined the effects of
such cuts on America’s ability to execute its existing war
plans or fulfill the needs of its global defense posture.
As a consequence, the U.S. Air Force predictably found
itself directed by DoD to cut fighter squadrons, then
chastised at every turn when it did so. Air Force leaders

America’s fighter overmatch could quickly
erode. In late-February 2004, U.S. pilots
flying the latest-model of the F-15C Eagle—
America’s premier air-to-air fighter at
the time—were somewhat surprised and
chagrined at the results of Cope India, a
mock combat exercise against the Indian
Air Force.

were rebuked whenever the elimination of a particular
squadron contradicted the force-posture aims of DoD
policymakers, the force requirements of combatant
commanders, or the imperatives of politicians whose Air
National Guard forces were affected.

Undoubtedly, new studies are already underway for the
2014 QDR, and the design of those studies will impact
decisions about how many and what type of fighters
to buy. The most challenging high-intensity scenarios
will feature potential adversaries with sophisticated
anti-access/area-denial (A2/AD) capabilities. The value
of fighter aircraft in such scenarios may be steeply
discounted due to the limited range of fighters and the
vulnerability of their bases. Of course, aerial refueling of
distant land-based fighters and the basing of fighters on

aircraft carriers would mitigate these limitations.

If these mitigating measures are deemed insuflicient,
suggesting the impossibility of operating effectively
anywhere within hundreds of miles of an adversary’s
borders, then one should pause to consider exactly what
political objectives one might hope to achieve and by
what means. What is the point in having a scenario that
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admits no military solution as part of a defense review
intended to reach decisions about force structure and
strategy?

AN ERODING EDGE

But the truth is that America’s fighter overmatch could
quickly erode. In late-February 2004, U.S. pilots flying
the latest-model of the F-15C Eagle—America’s premier
air-to-air fighter at the time—were somewhat surprised
and chagrined at the results of Cope India, a mock combat
exercise against the Indian Air Force. American pilots
reported being impressed by the skills and tactics of the
Indian pilots and more than a little concerned about what
they observed from India’s highly-capable Russian-made
Su-30MK fighter aircraft. Of the 17 different types of
fourth-generation fighters in the world, America fielded
four. One of these, the F-14 Tomcat of Top Gun fame, is
no longer in use. Reassuringly, the United States military
still fields nearly 2,000 fourth-generation fighters and
America leads the world in deploying fifth-generation
fighters, with 186 F-22s in service today and hundreds
of F-35 Joint Strike Fighter (JSF) aircraft scheduled to
begin entering the inventory in the next few years. By
comparison, Russia and China—with the 2nd and 3rd
largest air forces, respectively—each field just over 500
fourth-generation fighters and have only recently begun
testing prototypes of their fifth-generation fighters.

However, these figures are deceptive. Americas fourth-
generation fighters have been flown hard, are aging, and
are in serious need of replacement. In 2009, the Obama
administration, DoD, and the U.S. Senate acted in
concert to halt production of the F-22 at 187 aircraft.
This number is fewer than half of the 381 F-22s the U.S.
Air Force deemed necessary in 2006, and well under
one-third of the 650 aircraft the Air Force planned to
buy around the time the Soviet Union collapsed in 1991.

The 2009 decision to curtail F-22 production was based
largely on the expected capabilities and numbers of F-35
JSF aircraft that DOD planned to purchase; currently
the Air Force is expected to receive 1,763 F-35s, with the
Navy and Marine Corps getting 680. Prolonged delays
in fielding the F-35 or significant cuts in their numbers
could quickly erode America’s impressive advantage in
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fighters. Moreover, America’s potential adversaries will
likely shorten the U.S. lead in fighter technology given
the rampant cyber-theft of American technology,
including theft from U.S. defense contractors.

Fortunately for the United States, it also has a
lead in well-trained airmen who can employ such
technologically sophisticated aircraft.

THE HUMAN ELEMENT

America’s fighter advantage depends as much on
trainingand tactics asitdoes on technologically superior
hardware. After the 1991 Gulf War, General Norman
Schwarzkopf, the U.S. commander of all coalition
forces, expressed his sense of the relative importance
between training and technology in claiming that
the superior training of American military forces was
such that had the Iragis and Americans exchanged
equipment and fought the war, the American-led
coalition would still have come out on top, and by a
large margin.

Such superior training does not come easily. It takes
two to three years to train a fighter pilot to the most
basic level of combat readiness, with additional years
needed to train a mission-ready wingman to be a flight
lead, and then an instructor. Even an experienced
community of fighter pilots can take many months to
work out the best tactics for employing new capabilities,
new weapons, or performing new missions in aircraft
they are already skilled at employing. Reflecting on the
implications of those last two sentences, one should
readily see the flaws in thinking that the U.S. military
could “skip a generation” of technology. Nor could
the United States dramatically curtail the number of
aircraft in the inventory with the hope of ramping up
years later when a threat becomes imminent enough
to spur action.

As American and British airmen learned at great cost
in World War II, tactics and doctrine developed in the
absence of robust training can turn out to be badly
flawed. As a result, our airmen died in large numbers,
even while flying some of the most technologically-
advanced aircraft of their day. Ultimately, however, it
was the Luftwaffe that demonstrated the steep cost of

neglecting aircrew training; toward the end of the war,
Germany possessed plenty of planes, including the first
combat jet fighters, but nearly all of its experienced
pilots were dead, and Germany had failed to train
enough replacements. On D-Day, allied commanders
were so confident they would control the skies over
Normandy they ordered allied aircraft be marked with
broad, highly-visible black and white stripes to avoid
fratricide or friendly fire—they no longer worried
about the Luftwaffe.

Those who think that drones, or unmanned combat
aerial vehicles (UCAVs), will supplant America’s
fighter force in the next decade or so should think
again. Unmanned aerial vehicles (UAVs) will certainly
play an ever-increasing role in U.S. combat operations
for many years to come. As they become more
sophisticated, the types of missions they perform
will continue to expand. The obvious advantages of
UAVs—avoiding the loss of airmen and endurance—
make them attractive to military planners and their
political leaders alike. As the U.S. Navy conducts flight
test operations with its stealthy X-47B UCAV, many
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America’s potential adversaries will like-
ly shorten the U.S. lead in fighter tech-
nology given the rampant cyber-theft
of American technology, including theft
from U.S. defense contractors.

observers will likely ponder, as The Economist editors
did in 2011, whether the F-35 might be the last
manned fighter. However, such unmanned aircraft are
not cheap, and they still require human operators.

UCAVs will not supplant manned fighters until
remotely-controlled vehicles can eclipse the skills
demonstrated by on-scene humans in dealing with
flight operations that are complex, dynamic, and
inherently unpredictable. No analogy works perfectly,
but consider the difhiculty of designing and remotely
operating a team of machines to play basketball against
a skilled NBA team. Now, multiply that by ten such
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games taking place simultaneously in close proximity
to one another. An enormous difference exists between
conducting a stealthy raid with a handful of UCAVs
and engaging in aerial combat against a capable
adversary.

The propensity to undervalue the sophisticated
capabilities of human operators as compared to
machines calls to mind an exchange that took place
more than 30 years ago. In 1981, astronaut John
Young, the captain of the first Space Shuttle mission,
was challenged by a reporter to justify the need for
manned space flight when computers were doing so
much of the flying. Young responded with words to
the following effect: where else are you going to get
a 100-billion-bit computer that can reprogram itself
in-flight and will work for forty-thousand dollars a
year? Despite advances in computers, Young’s message
still rings true. No doubt technology will continue to
advance in ways that make UAVs, including UCAVs,
more competitive in performing missions that only
people can perform well today, but in all likelihood
the parents of the last American fighter pilot have yet
to be born.

ENDURING LESSONS

In 1936, John Slessor—a veteran Royal Air Force (RAF)
pilot of the First World War who rose to command
the RAF after the Second World War—cautioned, “If
there is one attitude more dangerous than to assume
that a future war will be just like the last one, it is to
imagine that it will be so utterly different that we can
afford to ignore all the lessons of the last one.” Given
the vital role that Americas fighter advantage has
played in recent decades in underpinning the nation’s
security, it would be not only foolish but dangerous to
surrender this edge.l
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